Please notice that the English version of the Executive Orddrasslated for the Danish
Telecommunication Authority (now the Danish Busm@sithority). The official version is
published in “Lovtidende” (Official Journal) on 9%Bember 2011. Only the Danish version of the
text has legal validity.

Executive Order on Information and Consent Requimedase of Storing or Accessing Information
in End-User Terminal Equipmeﬁ%

Executive Order No. 1148 of 9 December 2011

Pursuant to section 9 and section 81(2) of theoAdElectronic Communications Networks and
Services, cf. Act No. 169 of 3 March 2011, thedwling provisions shall apply:

Scope and application

1. The purpose of this Executive Order is to pro&at-users against unauthorised storing of
information, or gaining of access to informatioreally stored, in the end-user's terminal
equipment.

Definitions

2.-(1) In this Executive Order, the following defimitis shall apply:

1) Terminal equipment:
A device or a relevant component within a devicabding communication which is
intended to be connected directly or indirectiy&iwork termination points in public
electronic communications networks.

2) End-user:
User of electronic communications networks or sEwiwho does not make such electronic
communications networks or services available beioparties on a commercial basis. This
includes a recipient of the service.

3) Information and content service:
Any form of electronic provision of information oontent to which other end-users get
access via electronic communications networks iics on the basis of an individual
request.

4) Servicesin the information society (information society services):
Any service that has a commercial purpose andslaslivered online (electronically over a
certain distance) at the individual request ofcpient of the service.

5) Serviceprovider:
Any natural or legal person providing an informatgociety service.

6) Legal person:
Public limited companies, private limited compansoperative societies, partnerships,
associations, foundations, local authorities, negi@uthorities and government authorities
etc.

7) Third party:
A natural or legal person arranging for storingmébrmation, or gaining of access to



information already stored, in an end-user's teatr@gquipment via an information and
content service not provided by the natural orlipgason in question.

8) Consent:
Any freely given, specific and informed indicatiohthe end-user's wishes by which the
end-user signifies its agreement to informatiombestored, or access to stored information
being gained, in the end-user's terminal equipment.

(2) The definitions in subsection (1), nos. 2 andHall be interpreted in accordance with the
applicable definitions of the Act on Electronic Cormications Networks and Services, and rules
laid down in pursuance thereof.

Soring or accessing information in terminal equipment

3.-(1) Natural or legal persons may not store inforamgtor gain access to information already
stored, in an end-user's terminal equipment, a teird party store information or gain access to
information, if the end-user has not consentedetioenaving been provided with comprehensive
information about the storing of, or access to,itiiermation.

(2) Information, cf. subsection (1), shall be coatmnsive if it meets the following minimum
requirements:

1) it appears in a clear, precise and easily undetdsomyuage or similar picture writing,

2) it contains details of the purpose of the storihgboaccess to information, in the end-user's
terminal equipment,

3) it contains details that identify any natural agdéperson arranging the storing of, or access
to, the information,

4) it contains a readily accessible means by whicletiteuser to refuse consent or withdraw
consent to storing of or access to informationyel as clear, precise and easily understood
guidance on how the end-user should make use thersb

5) itis immediately available to the end-user by gegtommunicated fully and clearly to the
end-user. In addition, when storing of informatmmaccess to information takes place
through an information and content service, infdrarato end-users must be directly and
clearly marked and accessible at all times foreth@-user on the information and content
service in question.

4.-(1) Notwithstanding section 3, natural or legalgoers may store information, or gain access to
information already stored, in an end-user's teatr@guipment if:
1) storing of or access to information is for the gulepose of carrying out the transmission of
a communication over an electronic communicaticetsvark, or
2) storing of or access to information is necessanyder for the service provider of an
information society service explicitly requestedtbg end-user to provide this service.

(2) Storing of or access to information in an eseé+ls terminal equipment is necessary, cf.

subsection (1), no. 2, if such storing of or acdesaformation is a technical precondition for figi
able to provide a service operating in accordante tive purpose of the service.

Penalty provisions



5.-(1) Any person who violates section 3 shall bblgéao a fine.

(2) Criminal liability may be imposed on compangéts. (legal persons) under the rules of Part 5 of
the Penal Code.

Coming into force

6. This Executive Order shall come into force on t&@mber 2011.
Ministry of Business and Growth, 9 December 2011

Ole Sohn
/ Kresten Bay

! This Executive Order implements parts of DirectA@2/58/EC of the European Parliament and
of the Council of 12 July 2002 concerning the pssoeg of personal data and the protection of
privacy in the electronic communications sectoffjcifl Journal 2002, no. L108, p.51, as amended
by Directive 2009/136/EC of the European Parliamamd of the Council of 25 November 2009

amending Directiv2002/22/EC on universal servicel amsers' rights relating to electronic

communications networks and services, Directive 2Z228/EC concerning the processing of

personal data and the protection of privacy indleetronic communications sector and Regulation
(EC) No 2006/2004 on cooperation between nationtdaities responsible for the enforcement of
consumer protection laws, Official Journal 2009, @87, p.11.



